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Abstract—Secure multi-party computation (MPC) enables
joint computation over private data sets contributed by multiple
entities. Using MPC in real-world software deployments requires
overcoming a variety of challenges. This tutorial demonstrates
how to create and deploy web applications with MPC functionality using JIFF, a new open-source MPC framework for web
and mobile platforms.

I. I NTRODUCTION
Secure multi-party computation (MPC) is a cryptographic
primitive that enables several parties to jointly compute over
their collective private data sets. Over the past decade, a number of general and special-purpose MPC software frameworks
have been developed [1]. Many of them have certain characteristics that can hinder their adoption (and consequently the
adoption of MPC itself) in practical real-world applications:
1) Due to their domain-specific languages, frameworks are
difficult to use within larger applications [2], [3].
2) They often do not provide easy-to-use abstractions for
expressing asymmetries between participating parties.
3) They are often tied to the underlying assumptions that
are used to optimize their protocols.
4) Deploying and using MPC applications built with these
frameworks requires substantial technical expertise.
The JavaScript Implementation of Federated Functionalities
(JIFF) is an MPC framework built specifically to address the
above concerns. JIFF is built using JavaScript to support MPC
applications that (1) run on web and mobile platforms in
which parties join and leave the computation dynamically,
(2) require that computations occur asynchronously, and (3)
require mechanisms for recovery from network and crash
failures. JIFF is highly customizable to accommodate the
idiosyncrasies of deployment scenarios, and can be easily
integrated within server-client(s) web and mobile applications,
as well as server(s)-to-server(s) systems, in which the essential
non-MPC features have been built by developers who do not
necessarily possess extensive cryptographic know-how.
JIFF has been used to implement several MPC components and applications, including libraries for data structures,
machine learning, and relational data workflows. JIFF has
been deployed in two ongoing real-world privacy-preserving
studies [4], [5]: assessing the wage gap in partnership with the
Boston Women’s Workforce Council, and evaluating corporate
spending toward women and minority-owned businesses in
partnership with the Greater Boston Chamber of Commerce.

II. T UTORIAL A ND O UTCOMES
The tutorial introduces the basics of MPC, including practical background knowledge on its core security guarantees,
and some of its deployed use cases in practice.
The bulk of the tutorial presents the JIFF library and its use
for building server-assisted web MPC applications, by going
through selected code snippets and demos interactively. We
cover topics ranging from the basic setup and programming
API, to customizing JIFF’s protocols and hooking it to larger
web applications. We contrast two main paradigm differences
between MPC programs and their insecure counterpart: (1)
the encoding of control flow and branching statements and (2)
the performance trade-offs between traditionally-similar operators. We showcase general tips for improving performance
through parallelization, lazy-evaluation, and pre-processing.
All snippets and demos are available in the JIFF repository
https://github.com/multiparty/jiff.
This tutorial is open to anyone interested in learning how
to build and deploy secure multi-party computation within
the context of a web application. All levels of experience
are welcome. Audience members should at a minimum have
familiarity with JavaScript.
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